To keep your system secure and to add new features, you should regularly update the operating system software. There are two types of Windows updates:

· A hotfix is an operating system patch that fixes bugs and other vulnerabilities in the software. 

· A service pack (SP) is a collection of hotfixes and other system enhancements. Newer releases of Service Packs include the items that were in previous versions.

You should be aware of the following facts when working with hotfixes and service packs. 

· A hotfix addresses a specific security problem or software bug. Hotfixes may be release on a regular basis as fixes are created. For the highest level of security, apply hotfixes as they are released (after you verify that the hotfix will not cause additional problems). 

· Microsoft identifies each hotfix by a number. This number also identifies a Knowledge Base (KB) article that describes the issues addressed by the hotfix. 

· A service pack includes all hotfixes released to that time. If you install the service pack, you do not need to install individual hotfixes. Installing a service pack also includes all previous service packs. 

· Service packs might include additional functionality beyond simple bug fixes. For example, the following features were added to Windows XP through Service Pack 2 (SP2): 

· Internet Explorer Popup blocker 

· Windows Security Center 

· Improved Windows Firewall that is enabled by default 

· Both hotfixes and service packs are specific to an operating system version. A hotfix for Windows 2000 will not work on Windows XP. However, a hotfix for Windows XP Home will typically also apply to Windows XP Professional. 

· In a business environment, it is wise to test hotfixes and service packs before installing them on multiple systems. 

Note: Software vendors besides Microsoft might also release updates to their software. If you are experiencing problems with specific applications, check to see if a newer version or a fix is available.

Automatic Update is a feature of Windows 2000 and Windows XP that can automatically download and install updates. It consists of two components:

· Windows Update is a Microsoft Web site that has updates to operating system files and critical drivers. 

· Automatic Update is a feature that automatically searches the Windows Update Web site for updates. 

You can customize how updates are installed using the following settings:

	Option
	Description

	Fully Automatic
	Use fully automatic to have a computer automatically scan for, download, and install any available updates without notification or approval. The default time for updates to be installed is at 3 AM. If the computer is turned off at that time, the updates will be installed the next time the computer boots.

	Download Only
	Use download only to have a computer download available updates automatically, but prompt the user to accept or decline installation.

	Notify Only
	Use notify only to have a computer automatically scan for available updates, but prompt the user to accept or decline download and installation.

	Turn Off 
	Use turn off to disable the Automatic Update feature. The safety and efficiency of your system are much more vulnerable to threats and bugs if you turn off the Automatic Updates feature.

	Install before shutdown
	Install updates before shutdown is an option that is only available on Windows XP with service pack 2 installed. When the user selects Shut Down from the Start menu, the computer will notify the user of any updates that are ready for installation and ask if they would like to install the updates before they shut down. It is important that the user waits until the installation process is complete before they turn off their computer. For this reason, this option is not recommended for end users, but can be a good option for administrators.


Note: Automatic Updates only updates operating system and critical driver files that are available on the Windows Update Web site. It will not update application files or many driver files.

