Malicious code (sometimes called malware) is a type of software designed to take over or damage a computer user's operating system, without the user's knowledge or approval. It can be very difficult to remove and very damaging. Common malware examples are listed in the following table:

	Attack
	Characteristics

	Virus
	A virus is a program that attempts to damage a computer system and replicate itself to other computer systems. A virus: 

· Requires a host to replicate and usually attaches itself to a host file or a hard drive sector. 

· Replicates each time the host is used. 

· Often focuses on destruction or corruption of data. 

· Usually attaches to files with execution capabilities such as .doc, .exe, and .bat extensions. 

· Often distributes via e-mail. Many viruses can e-mail themselves to everyone in your address book. 

· Examples: Stoned, Michelangelo, Melissa, I Love You. 

	Worm
	A worm is a self-replicating program that can be designed to do any number of things, such as delete files or send documents via e-mail. A worm can negatively impact network traffic just in the process of replicating itself. A worm: 

· Can install a backdoor in the infected computer. 

· Is usually introduced into the system through a vulnerability. 

· Infects one system and spreads to other systems on the network. 

· Example: Code Red. 

	Trojan horse
	A Trojan horse is a malicious program that is disguised as legitimate software. Discretionary environments are often more vulnerable and susceptible to Trojan horse attacks because security is user focused and user directed. Thus the compromise of a user account could lead to the compromise of the entire environment. A Trojan horse: 

· Cannot replicate itself. 

· Often contains spying functions (such as a packet sniffer) or backdoor functions that allow a computer to be remotely controlled from the network. 

· Often is hidden in useful software such as screen savers or games. 

· Example: Back Orifice, NetBus, Whack-a-Mole.

	Logic Bomb
	A Logic Bomb is malware that lies dormant until triggered. A logic bomb is a specific example of an asynchronous attack. 

· A trigger activity may be a specific date and time, the launching of a specific program, or the processing of a specific type of activity. 

· Logic bombs do not self-replicate. 

	Spyware
	Spyware monitors the actions you take on your machine and sends the information back to its originating source. 

· Spyware is a program that is installed on your machine by visiting a particular webpage or running a particular application. 

· Some spyware intercepts sensitive information. 

· It is not uncommon for a machine to have spyware on it. 

	Adware
	Adware monitors the actions of the user that would denote their personal preferences, then sends pop-ups and ads to the user that match their tastes. Adware: 

· Is usually passive. 

· Is a program that is installed on your machine by visiting a particular webpage or running a particular application. 

· Is usually more annoying than harmful. 

	Spam
	Spam is sending unwanted e-mail messages. Spam can become a form of DoS attack because: 

· It consumes bandwidth that is used by legitimate traffic. 

· It can fill a mailbox or hard disk and result in legitimate e-mail being rejected. 

· Spam is often distributed by hijacking misconfigured SMTP servers.


Good anti-virus software is your first line of defense against malware. Be aware of the following when using anti-virus software:

· Virus definition files are provided by the software vendor. These files are used to identify viruses and are a vital component of the anti-virus software. 

· Protection against a virus is only provided after a definition file has been released which matches the target virus. 

· For maximum protection, you must keep the definition files updated. Most software will automatically check for updated definition files daily. 

· Most anti-virus software includes spyware and adware protection. 

· You should scan new files before they are copied or downloaded to the system. You should also periodically scan the entire system. 

